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INTRODUCTION AND MOTIVATION

„A Network Intrusion Detection System (NIDS) is a software that performs packet sniffing and 

network traffic analysis to identify suspicious activity and record relevant information.“
Quelle:  https://csrc.nist.gov/glossary/term/NIDS & (NISTIR 8183A Vol. 2, NISTIR 8183A Vol. 3)

Network Intrusion Detection

https://csrc.nist.gov/glossary/term/NIDS
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„A zero-day attack is a new type of cyberattack that uses vulnerabilities that have not been publicly 

identified. These attacks are often undetected because they use new methods that avoid detection 

by existing security tools. This allows attackers to target specific systems without being noticed.“

Quellen: 

Singh, Umesh Kumar, Chanchala Joshi, and Suyash Kumar Singh. "Zero day attacks defense technique for protecting system against unknown vulnerabilities."

International Journal of Scientific Research in Computer Science and Engineering 5.1 (2017): 13-18.

Bilge, Leyla, and Tudor Dumitraş. "Before we knew it: an empirical study of zero-day attacks in the real world."

Proceedings of the 2012 ACM conference on Computer and communications security. 2012.

Guo, Yang. "A review of machine learning-based zero-day attack detection: Challenges and future directions."

Computer communications 198 (2023): 175-185.

INTRODUCTION AND MOTIVATION

Zero-Day Attacks
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INTRODUCTION AND MOTIVATION

Fundamental Problems of Modern AI-based NIDS

1. Generalization Failure → Why classical ML-based IDS fail in real-world environments

2. Overconfidence under Distribution Shift → How Foundation Models and Conformal Prediction 

make uncertainty visible and actionable

3. The Zero-Day Adaptation Bottleneck → How these concepts lead to a practical, adaptive, 

trustworthy NIDS architecture
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PART I – THE GENERALIZATION CRISIS

Quelle: A. Lawall and T. Zöller, “Impact of Target Network-Specific Data on the Performance of Machine-Learning-Based 

Intrusion Detection System Models”, 
2025 5th Intelligent Cybersecurity Conference (ICSC), Tampa, FL, USA, 2025, pp. 290-297, doi: 

10.1109/ICSC65596.2025.11140289.
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PART I – THE GENERALIZATION CRISIS

RQ1: How do ML-based IDS models perform on target network data compared to 

their original training datasets?

RQ2: Does integrating benign, target-specific data enhance IDS accuracy and generalization?

“High benchmark accuracy does NOT imply real-world security”
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CIC-IDS2017: 

▪ ~2 million network flows

▪ Simpler network setup

▪Used as target network in hybrid approach

CSE-CIC-IDS2018: 

▪ ~16 million network flows (reduced by 95% 

benign traffic)

▪Complex infrastructure (420 machines)

▪ Attack source in hybrid approach

PART I – THE GENERALIZATION CRISIS

Datasets
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PART I – THE GENERALIZATION CRISIS

Preprocessing:

▪ Reduced benign traffic in CSE-CIC-IDS2018 by 95%

▪ Selected 7 attack categories present in both datasets

▪ Excluded attacks with fewer than 100 samples

▪ Removed incomplete records and handled infinite values

Feature Selection:

▪ Combined chi-squared tests and mutual information scores

▪ Applied correlation threshold of |0.7| to reduce multicollinearity

▪ Selected 39 features from original 81 network flow features

Data Processing & Feature Selection
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FFNN: 

▪ 2 dense layers (64, 32 neurons)

▪Dropout (30%)

▪ L2 regularization

▪ReLU activation

CNN: 

▪ 3 convolutional layer

▪Decreasing filters (120, 60, 30)

▪ Increasing kernel sizes (2, 3, 4)

▪ReLU activation

PART I – THE GENERALIZATION CRISIS

Experimental Setup: Model Architectures
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Baseline: 

▪ Train and test on same dataset

Cross-Network:

▪ Train on A, test on B

▪ Train on B, test on A

Hybrid Approach:

▪Benign traffic from target

▪ Attack traffic from source

PART I – THE GENERALIZATION CRISIS

Experimental Setup: Configurations
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PART I – THE GENERALIZATION CRISIS

Both architectures showed excellent performance when trained and tested on the

same dataset:

▪ Strong detection capabilities across all attack categories

▪ CNN showed marginally better consistency across attack types

▪ High F1-scores for both malicious and benign traffic

Results: Baseline Results
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PART I – THE GENERALIZATION CRISIS

Notable performance degradation when models were tested on different network

environments:

▪ CNN shows better generalization (avg. F1-score: 0.495) compared to FFNN (avg. F1-score: 0.345)

Results: Cross-Network Generalization
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PART I – THE GENERALIZATION CRISIS

Integrating benign traffic from target network with attack traffic from source network:

▪ No significant improvement over direct cross-network testing

▪ Hybrid approach did not solve the generalization challenge

▪ CNN maintains better performance than FFNN

Results: Hybrid Approach Results
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PART I – THE GENERALIZATION CRISIS

Results: Attack-specific Analysis

Poor Generalization:

▪Botnet Ares (F1≈0)
▪DDoS-LOIC-HTTP (F1≈0)
▪DoS GoldenEye (F1=0.05-0.50)

▪DoS Hulk (F1=0-0.75)

Better Generalization: 

▪DoS Slowloris (F1=0.78-0.97)

▪ Infiltration-NMAP (F1=0.33-0.92)

▪ SSH-BruteForce (F1=0.66-1.00)



08.06.2026 Alexander Lawall - Reliable Intrusion Detection of Zero-Day Attacks: A Two-Stage Architecture Combining Deep Learning and Conformal AI17

PART I – THE GENERALIZATION CRISIS

Results: Attack-specific Analysis: Feature Distribution

DDoS-LOIC-HTTP:

(High variability between datasets)

▪Mean KS statistic: 0.380

▪ Standard deviation: 0.411

DoS Slowloris:

(more consistent)

▪Mean KS statistic: 0.233

▪ Standard deviation: 0.229
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PART I – THE GENERALIZATION CRISIS

Results: Attack-specific Analysis: Network Activation

▪ DoS Slowloris shows remarkably consistent internal representations across networks

▪ DDoS-LOIC-HTTP exhibits network-specific rather than attack-specific patterns



08.06.2026 Alexander Lawall - Reliable Intrusion Detection of Zero-Day Attacks: A Two-Stage Architecture Combining Deep Learning and Conformal AI19

PART I – THE GENERALIZATION CRISIS

Results: Attack-specific Analysis
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PART I – THE GENERALIZATION CRISIS

➢ Substantial performance drop when IDS models 

are deployed to new environments

▪ FFNN F1-scores drop from 0.98 to 0.31-0.36
▪ CNN F1-scores drop from 1.00 to 0.46-0.52

➢ CNN models generalize better than FFNN models

➢ Hybrid approach (target-specific benign data) provides limited improvement

➢ Attack detection generalization varies remarkably by attack type

▪ Some attacks maintain consistent detection rates (e.g., DoS Slowloris)
▪ Others exhibit limited generalization (e.g., DDoS-LOIC-HTTP)

Conclusion

“At this point, we realized: the problem was not only detection performance.
The real problem was that the model had no idea when it was wrong.”
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PART II – TRUSTWORTHY AI & FOUNDATION MODELS

Quelle: T. Zöller  and A. Lawall, “Reliable Intrusion Detection via Conformalized Tabular Foundation Models”, 
2026 IEEE International Conference on Cyber Security and Resilience (IEEE CSR), Lisbon, Portugal, 2026.
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PART II – TRUSTWORTHY AI & FOUNDATION MODELS

“Cybersecurity AI must not only predict – it must communicate uncertainty.”

RO1: Evaluate the effectiveness of TabPFN for intrusion detection under limited training contexts

RO2: Assess cross-dataset generalization between heterogeneous network environments

RO3: Analyze the role of conformal prediction in quantifying uncertainty under distribution shift

RO4: Identify which attack classes remain robust under transfer scenarios
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PART II – TRUSTWORTHY AI & FOUNDATION MODELS

Main idea:

“Instead of retraining for every new task, the model performs inference through in-context learning.”

Conformal Prediction (Simple):

Traditional AI says: ‘This is an attack.’ 
Conformal AI says: ‘I am 90% confident that the correct label lies within this prediction set.’

TabPFN and Conformal Prediction
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PART II – TRUSTWORTHY AI & FOUNDATION MODELS

Results: TabPFN
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PART II – TRUSTWORTHY AI & FOUNDATION MODELS

Experiment 4: (IDS17) Adaptive Prediction Sets (APS) and Mondrian variants to establish 

baseline prediction set sizes.

Experiment 5: (IDS18) establish baseline uncertainty metrics on the more complex topology.

Experiment 6 [transfer learning scenario]: (IDS17 to IDS18) analyze how domain shift affects prediction 

set expansion and reliability.

Results: Conformal Prediction (& TabPFN)
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Exp. 4

Exp. 5

Exp. 6



08.06.2026 Alexander Lawall - Reliable Intrusion Detection of Zero-Day Attacks: A Two-Stage Architecture Combining Deep Learning and Conformal AI27

PART II – TRUSTWORTHY AI & FOUNDATION MODELS

➢ Prediction Set Expansion under Domain Shift (Transfer Learning)

Conclusion

“Uncertainty becomes a security signal:
A mathematically grounded indicator of distributional shift.”
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PART III – ZERO-DAY ADAPTIVE DEFENSE
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PART III – ZERO-DAY ADAPTIVE DEFENSE

RC1: Provide Conformal Fast-Path Reliability with LightGBM-based primary classifier using Mondrian Conformal 

Prediction 

RC2: Semantic Gating via Set Expansion of prediction sets (C ≫ 1), potential Zero-Day traffic

RC3: Foundation-Model Driven Mitigation: TabPFN-based high-accuracy rescue path for critical cases (e.g., 0-

days)

RC4: Ultra-Fast Adaptation: in-context learning allows the system to adapt to novel attacks/0-days with small 

sample size
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PART III – ZERO-DAY ADAPTIVE DEFENSE
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PART III – ZERO-DAY ADAPTIVE DEFENSE
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PART III – ZERO-DAY ADAPTIVE DEFENSE
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PART III – ZERO-DAY ADAPTIVE DEFENSE
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PART III – ZERO-DAY ADAPTIVE DEFENSE

➢ Prediction set expansion provides a practical indicator of distribution shift (i.a., 0-day)

➢ Mondrian Conformal Gating transforms uncertainty into a routing mechanism

➢ TabPFN enables rapid few-shot adaptation to novel attacks (sample size 𝑘 ≤ 50)

➢ Adaptation can be achieved without destructive retraining

Conclusion

“Trustworthy cyber defense begins when uncertainty becomes action.”



Project is based on the sub-problems (SP) related to zero-day exploits:

SP1: Delayed detection due to the time lag between the emergence of 
threats and the adaptation of AI/ML models.

SP2: Insufficient quantification of uncertainty and lack of transparency in 
AI/ML models.

Prof. Dr. Alexander Lawall

alexander.lawall@iu.org

AI-supported detection of cyber attacks (espec. zero-day exploits) on IT infrastructures

https://www.iu.de/en/research/projects/kidz/

mailto:alexander.lawall@iu.org
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