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COSMOS — Mission

« Vanguard in the field of Social Computing & Socio-
Cognitive Threat Mitigation

» Develop tools to understand digital behaviors and
forecast trends to achieve social good

« Develop and establish partnerships (university-
industry-government), alliances, standards, and
policies

 Promote and disseminate research, training, and
education

« Work with US government agencies and allies to
protect our nation from adversaries

* Accelerate industry adoption and incubate
commercialization opportunities

Prof. Nitin Agarwal



Collaborators
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Research Thrusts

* Mitigating cognitive threats &
enhancing community resiliency

* Combating Al-generated and
amplified influence campaigns

* Toxicity, polarization, terrorism

* Social movements and collective
action

 Smart and connected health

37 grants as Pl (total S69 million and 530

million to UALR/COSMOQS)

Prof. Nitin Agarwal IntAl 2026, DTR Society, Porto, Portugal
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COSMOS

Collaboratorium for Social Media and
Online Behavioral Studies

Statewide research center
headquartered in the University of
Arkansas - Little Rock, USA

100+ members (Canada, USA, St.
Vincent & The Grenadines, Germany,
France, Turkey, Nigeria, Iraqg, Pakistan,
India, Nepal, Bangladesh)

Funding $30 million from US Army,
Navy, Air Force, DARPA, NSF.

Follow cosmographers on m https://cosmos.ualr.edu/
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Agenda

« Characterizing multimedia information
environment tactics (TTPs) and impact
assessment [$5 million from US DOD - 2023]

« Characterizing coordinated cognitive attacks
through collective action-based framework
[$5 million from US DOD - 2024]

« Characterizing information actors (producers
and consumers) engaged in cognitive attacks
[$5 million from US DOD - 2025]

NATO HFM ET-356 House Model for CogWar framework.

ARO NATO NATO STO-MP-HFM-361 Symposium on
Mitigating and Responding to Cognitive Warfare

Prof. Nitin Agarwal IntAl 2026, DTR Society, Porto, Portugal



Are we Ready?

Return to Table of Contents

America Isn’t

“In the worst-case scenario, Al warfare could endanger humanity.”

“War is nasty, brutish, and often much too long. It is an illusion to
think that technology will change the underlying human nature of
conflict. But the character of war is changing both rapidly and
fundamentally. The United States must change and adapt, as well, and
American officials must do so faster than their country’s adversaries.
Washington won’t get it exactly right—but it must get it less wrong
than its enemies.”

iefs of Staff from 2019 to 2023.
i t

ERIC
and Chair of Goog]
The Age of AL And

26 FOREIGN AFFAIRS Hlustration by Sam Green
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Mitigating Cognitive Threats

Cognitive is categorized as the 6" and newest warfighting domain after land,
sea, air, space, and cyber

Influence operations: Anti-US and allies (e.g., NATO, EU)

Dragoon Ride  Trident Juncture  Brilliant Jump Anakonda Trident Juncture  Baltic Operations
2015 2015 2016 2016 2018 2019

Social media channels for US Air Force Public Affairs Office
Terrorist groups campaigns for recruitment, radicalization, and raising funds.

Indo-Pacific region (Australia, Indonesia, Malaysia, Philippines, Singapore,
Taiwan)

Pandemic: COVID-19 scam busting & awareness (Arkansas AG, FVEYS, NATO)

ISIS flag misusing the kalma
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Influence Assessment

Real-time influence assessment
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Marucha.wordpress.com —
another highly influential blog
during Anakonda 2016 exercise

sean bonner

jason mccabe calacanis .
gregory han

greg scher

alberto escarlate
judith meskill

david touve

michael sciannamea
pariah s. burke

barb dybwad

marc orchant

laurie a. duncan
scott granneman
scott mcnulty

c.k. sample, iii

jay savage

dave caolo

A picture of Anaconda eating an animal
and video of Nicki Minaj’'s Anaconda
song on the blog mocking the Anakonda

david chartier

victor agreda, jr.

damien barrett

fabienne serriere

jan kabili

Z2U716 exercise.

dan pourhadi

conrad quilty-harper

dan lurie

erica sadun
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Multiplatform Influence Campaigns

Influence Campaigns: Designated domains for controversial subjects to draw
traffic to main site. Qrchestrated use gf Twitter hashtags and cross media
campaigns to drive traffic to desighatgd domains.

291 fake websites created using “Built with API” service
with anti-Trudeau narrative. One such fake website
“‘weresorryindia.com” amplifies anti-Trudeau narrative
suggesting he is not a friend of the Canadian-Indian
community. The website tops the results in search engines.

Prof. Nitin Agarwal IntAl 2026, DTR Society, Porto, Portugal
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Multimedia Influence Campaigns
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Coordinated Campaigns

Coordinated bloggers

Anti-West/anti-US Indo-pacific bloggers

Prof. Nitin Agarwal

Coordinated YouTubers

COVID-19 misinformation and
conspiracy theory YouTubers

Coordinated Twitter users

14



Coordinated Campaigns
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Elsevier Journal of Information Processing and Management. Springer’s Central European Journal of Operations Research. Journal of Computational and Mathematical
Organization Theory, Journal of Social Network Analysis and Mining. (2020, 2021, 2022, 2023, 2024)
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Coordinated Campaigns

Published by Army University Press, in 7 volume book set on
Large-Scale Combat Operations, in the book titled “Perceptions

are Reality: Information Operations” (AUSA)

Prof. Nitin Agarwal

Examining Strategic Integration of
Social Media Platforms in
Disinformation Campaign
Coordination. Journal of NATO
Defence Strategic
Communications

IntAl 2026, DTR Society, Porto, Portugal

ISBN: 978-9934-564-19-2

DIGITAL HYDRA:

SECURITY IMPLICATIONS OF
FALSE INFORMATION ONLINE

Blogs, Fake News, and
Influence Operations.
Digital Hydra: False
Information Online as a
Weapon, NATO StratCom
COE.
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From bots = botnets = social bots

>

Mutual reciprocity.

a

Human-Al Agent Coordination Evolution
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IFYFM & FMIFY
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ERCILLENGE

Published by NATO StratCom COE

4 URL -
e User . .

Organizational hierarchy.
Core and peripheral bots

Coordination in information network

COORDINATION/BEHAVIOR COMPLEXI

Crimean Invasion 2014

Prof. Nitin Agarwal

adlyally

&

ISIS Propaganda 2016

Dragoon Ride 2015 Trident Juncture 2015

IntAl 2026, DTR Society, Porto, Portugal
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Volume 2 | Spring 2017

DEFENCE 7
STRATEGIC -
COMMUNICATIONS

“ Sy

The official journal of the
NATO Strategic Communications Centre of Excelience

Examining the Use of
Botnets and their Evolution
in Propaganda
Dissemination. Journal of
NATO Defence Strategic
Communications
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Modeling Botnet Coordination

Detecting coordination among Twitter social bots
IEEE Transactions on Computational Social
Systems (TCSS), 2021.

IRA Twitter bot data released by US
Intelligence Agencies

Bot coordinated misinformation during Hurricanes

18



Al/Bots, Toxicity, & Community Dynamics

Toxic discourse causes
disruption and polarization/ Antivaccine community
segregation among communities. Aweeklater
Community splinters when
toxicity rises.

Granger causality test suggests
the effect is strongest after two
days.

Bot activity found to be positively
correlated with toxicity.
Higher toxicity leads to

community fracturing.
This work shows a way to
measure impact of bots.

Prof. Nitin Agarwal



Networks and Toxicity

STRS epidemiological model for toxicity propagation —
Susceptible (S); Toxic (T); Recovered (R); Susceptible (S)

We demonstrate that by removing highly toxic users from a network, hate
speech reduces, online discourse improves, and fractured communities heal. Our
findings offer guidance to policymakers within each online social network to
make informed decisions about the information environment and derive
appropriate and timely countermeasures to continue providing a healthy
platform for their users.

Elsevier Journal on Information Processing and Management Special issue on
Dis/Misinformation Mining from Social Media 2022, HICSS 2022, AMCIS 2024, ICWSM 2024.

Working with Social Media platforms and Arkansas Office of the Attorney General

Prof. Nitin Agarwal 20
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Platform Al ‘Recommender’ Bias

Al-based recommendation algorithms that predict our
shopping behaviors, books and articles to read, videos to
watch lack transparency.

Recommendation algorithm learns from behavioral data and
perpetuates the underlying bias in its recommendations.

®  YouTube’s recommendation algorithm is known to push its

viewers down the conspiratorial rabbit hole by suggesting
related videos.

On Facebook, ads to recruit delivery drivers for Domino’s Pizza
Inc. were disproportionately shown to men, while women were
more likely to receive notices in recruiting shoppers for grocery-
delivery service Instacart Inc.

Explainable model could help in identifying causes of biased
recommendations thereby enhancing the model's
transparency.

21
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Characterizing Al Bias and Impact Assessment

Channel characterization based on implicit
algorithmic bias requires identification and
measurement of bias.

* Power law distribution fitting (exponent)

* Gini coefficient - a single number that

demonstrates a degree of inequality in a

distribution of income/wealth.
Characterization based on context -> COVID-

19 context showed largest implicit algorithmic
bias, marked in red.

Characterization based on impact -> Implicit
bias resulted in extremist content
communities (far left and far right information
bubbles).

Top PageRank videos were removed weeks or months after
their appearance in the recommendation network. Reason for
Topic drift and decrease in relevance was observed. content removal is violation of platform terms and services.

Far-left and far-right content communities/information bubbles resulting due to biased
recommendations

Complex Networks 2021; ECIR 2023; Complex Networks 2023, 2024; ASONAM 2023, 2024, HICSS 2025
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Exploiting Al Bias — Uyghur Narrative

Topic Drift Emotion Drift

ECIR 2023, HUSO 2023, The Web Conference 2024, Jnl of SNAM 2024

23



Depth 1

Depth 5

Prof. Nitin Agarwal

Al Bias ‘Hot Spots’

Depth 2

Depth 4

IntAl 2026, DTR Society, Porto, Portugal

Depth 3
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Cyber to Real-world Mobs

SCF and SNA informed methodologies to examine strategic
combination of mainstream and fringe social media platforms;
influence and reach of digital activity of extremist groups; multi-
theoretic mob simulation — Al and Agent based modeling.

7)) t ] } t 4 }
D l 1
o Mob Characterization nf g  of digital activity of extremist
0 : : . nfluence and reach of digital activity of extremis
(Social Networks Analysis & Mining, AMCIS, :
HICSS, 2021, 2022, 2023, 2024) groups (Agarwal et al., 2022, For(e)dialog)

OUSD, AFOSR, ONR

Prof. Nitin Agarwal IntAl 2026, DTR Society, Porto, Portugal
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‘Al + Social Science’ Mob Simulation Model

* .
.....
---------

&) Perspective

IntAl 2026, DTR Society, Porto, Portugal
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Social Media a Positive Force

Taiwan 2024 Elections

Prof. Nitin Agarwal
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Social Media a Positive Force

Modeling anti-disinformation campaign adoption.
When is a campaign successfully adopted?

How to design a successful campaign message?
Social, Cultural, and Political Symbols!!!
Message consistency
- More engagement
- More positive reactions
- Faster trust restoration

Prof. Nitin Agarwal

Stronger positive emotions about electoral process.

IntAl 2026, DTR Society, Porto, Portugal

Average Trust Values for Each Category

Categories

Trust restored in electoral process.
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Information Actor Characterization

Characterization of information producers Characterization of information consumers

How misinformation spreads? Who should be inoculated?
Leveraging epidemiological modeling. Treat misinformation like an
epidemic - misinfodemic

» S: Susceptible
* |: Infected

» Z: Skeptic

» E: Exposed

Diffusion of innovations, (1962)

Anti lockdown 6.9% error

OSNEM, ASONAM, SNAM, HICSS, 2022, 2023, 2024, 2025

Anti Bill Gates 7.9% error
Prof. Nitin Agarwal

Anti mask 8.2% error

Anti 5G 9.5% error
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Anti vaccine 12.3% error

HICSS 2022, ICWSM 2024
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Technologies & Innovation

Prof. Nitin Agarwal

Y tracker

btracker.host.ualr.edu/ vtracker.host.ualr.edu/
Selected by US State Department in Global Engagement Center’s
Recognized as top 10GOREewhsynodra 202 f AT Eoheigry btisedHrb iEdngdlehge on “The Invisible
Threat: Countering Cognitive Warfare” from 132 teams across the 30 NATO member nations.

30


http://blogtrackers.host.ualr.edu/
http://youtubetracker.host.ualr.edu/

Technologies, Innovation, & Policymaking

cosmos.ualr.edu/covid-19
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Technologies, Innovation, & Policymaking

COVID-19 Scam Tracker

The capability was developed in partnership
with the Arkansas Office of the Attorney
General.

Recognized by the World Health Organization
(WHO) as one of the key technological
innovations developed across the world to
address COVID-19 pandemic.

The application leverages our work on socio-
cognitive threat modeling, education, and
awareness efforts to assist policymakers.

NATO Research and
Technology Group
RTG HFM-293

Prof. Nitin Agarwal

NATO STO-HFM-361
Mitigating Cognitive
Warfare

Briefing US Senator John Boozman

32
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HUMANS IN COMPLEX SYSTEMS

SOCIAL AND COGNITIVE NETWORKS PROGRAM

Dr. Edward T. Palazzolo
Program Manager

Dr. Palazzolo completed his
undergraduate studies in
1997 at the State University
of New York at Buffalo as a
double major in Psycholo:
gy and Communication. He
received his M.A. from the
State University of New York
at Buffalo in Interpersonal and Organizational
Communication in 1999. He eared his Ph.D.
at the University of llinois Urbana-Champaign
in 2003 in Organizational Communication and

Current Scientific Objectives

1]

Develop fundamental science (nonclinical)in support of Community Cognitive
Resilience that, if successful, will help the military, veterans, and civilian:
transition from illness to wellness with respect to post-traumatic stress
disorder (PTSD), depression, anxiety, chronic pain, suicidal ideation and
prevention, substance abuse, and disinformation.

Discover the fundamental principles governing human-agent teaming
activities that support designing and maintaining high-performance
teams that, if successful, will allow the Army and Joint Staff to engineer
high-performance teams with specified characteristics to satisfy mission
requirements, and enable teaming with unprecedented coordination across
multiple defense organizations while improving Soldiers' cognitive resilience,

Create verifiable models of networked human behavior by bridging soc

Management.

He came to ARO in 2014 as the Program Man:
ager for the Social and Cognitive Networt

gram.

‘This success was made possible by:
O, Edward . Palazzolo; Humans in
Complex Systems, ARO

Dr. Fredrick Gregory; Humansin
Complex Systems, ARO

citations:
Zhou, D, etal. Proc. Natl, Acad.
USA. 120, 62201074119 (2023)
Jovanova, M. et al. PsyArXiv
(2022). htps:/Ipsyarxiv.com!
ywrs3/

McGowen, A.L.etal. BP:60S.2,
432439 (2021),

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited. 215 ARD INREVIEW 2022

Research highlighted in the US Army Research Office

L
science theories with computer science techniques and engineering precision

that,if successful, il create the ability toforecast societal opinions and shifts.
with pinpoint accuracy, especially with potential for real-world effects, to

support Army and Joint Operations by providing support for decision-making.

SUCCESS STORY

Leveraging Mind-Body-Community Connections to Reduce

Alcohol Abuse

Soldiers (active duty, Reserve, and Natianal Guard), civilians, and veterans

CHALLENGE

The scientific community is at the nascent stage
of understanding how the mind-body is coupled
atthe intersection of biology and psychology. Until
this research, there have been no clear, coherent
models pushing beyond the mind-body connection
with the intent to understand how one’s sacial
network influences their cognitive network, which
inturn influences their neural network, and vice
versa. That is, how can we establish a scientific
theary describing the impact of people’s sacial
connections, with the messages raceived and the

these questions drive us toward the science of
Community Cognitive Resilience.

ACTION

Dr. Palazzolo began building a research programin
2015 around the idea of mind-bady-community
(MBC) connections to bring togethar his
backgrounds in psycholagy, communication, social
networks, and knowledge management with his
personal passion for mindfulness and hypnatherapy
as potential force multpliers for managing and
improving the cognitive dimension and, theraby,
well-being

" And how dos the
way peaple think change the way their brains are
wired? Inturn, how doss the way people’s brains.

in mind, he teamed up with Dr. Fred Gregory,
ARO's Program Manager for Neurophysiology of
Cognition, and together they successfully competed

the people they choose to spend time with and the
messages they choose to consuma? Collectively,

P Research Initiative
(MURI) topic and secured funding for a research

Anticipated Impact

1fthis research s successfully repli-
cated with active duty Soldiers, the
‘Army would have a pawerful tool to
reduce binge drinking and improve
Army readiness. If the collective
Community Cognitive Resilience
program s successful, the Army will
not enly be able ta help peaple more
quickly transition fromillness to well-

WAY AHEAD

provent PTSD

Figure 2. MBC results show-
ing significant impact of
mindfulness and perspective
taking cognitive strategies on

(in person) and Study 2 vitu
al) training mathods.

tion tofocus on anxiety, depression, PTSD, and sui

among Soldiers and veterans.

“This success was made possible by:

Dr. Edward . Palazzolo; Humans in
Complex Systems, ARO

P
tesearch directions. First, Dr. Palazzolo is working
with the MURI team to develop a follow-on grant
thatwil

cidalideation and identify if similar, positive effects
Third,

efforts into a systemic mode for community cog
nitive resilience that has the potential to improve

overall And fourth, work with col
ing the team willcollect Research
data i This new
proposal he Humans in

Second, expand

to transition the basic science

this research methodolagy from alcahol consump:

SUCCESS STORY

Developing Research Infrastructure to Strengthen
Socio-Cognitive Security for Combating Misinformation

and Deviant Connective Action

The CoVID19

9
Misinformation Tracker was recognized by the World Health Organization (WHO) as ane of the key

This capability

CHALLENGE

Misinfarmation is not an individual activity but
a coordinated collective activity. This type of
callectiv action is known as connective actian,

forsocisty's reater good and quickly tumed around
a proposal to study COVID-19 related cross-media
misinformation campaigns and to evaluatehis DCFM
model in this new and emerging context, The DCFM
willallow him to measure and track the influence

Whichis  form of collective action where users
form mora individuaized and moro technologically
Citations: o Prot. Agar
Spann,B.& Agarwal, . AMCIS
115 (2022). in The
intaliigence both doviant
Agarwal, N.etal.In:COVID19.
Disinformation: A Multi National, aetorsand atmely
finformai ST fashion that willallow for countermeasures. ti-quarantine protasts inthe sate of Michigan
Whole of Society Perspective.
4779 (2022). doi: 10100779783 ACTION Dr.Palazzolo worked with his AirForce and Navy

0309482523,

17| AR INREVIEW 2022

Having funded Prof. Nitin Agarwal (University of
Arkansas at Little Rock) since 2016 for work on

counterparts (Drs. Laurie Fenstermacher and Rebec-
ca Goolsby, respectively) to ensure tiservice coord
nation of Dr. Agarwals research, and tagether have

flash mobs
(DCFMs; coordinated criminal cyber activity),
Dr. Palazzolo was well-aware of Prof. Agarwal's

further enabling his extremaly successful rasearch
efforts. Further evidence of thisresearch citcality to

research capabil d immediately reached o
out to solicit a basic related 1o socured 6 9
began. Prof. portof

RESULT

Prof. Agarwal developed a multidisciplinary
approach that addresses gaps in social science
research by applying a socio-technical approach
to measure the collective identity, network
organization, and network mobilization features
surrounding collective and connective action
movements. He then combined that framework

Technologies, Innovation, & Policymaking

Figure 3. The Connective Action Mod:
el- 0 - Socio-technical framework for
connective action comprised of Collective
Identify, Network Organization, and Mo-
biization

unraveled a plot to kidnap Gov. Whitmer, providing
realfe evidence of the efficacy o the approach.

“This work was 50 successful, it was identified by
the Warld Health Organization (WHO) as a top

SUCCESS STORIES

ARL Competencies:

Humans in Complex Systems

Milftay Iformation Scen

Results

+ Developed the COVID-19 Misinfor-
mation Tracker, which was recog
nized by the WHO a5 one of the key
technological innovations used to
address the COVID'19 pandemic.

+ Developed a Computational
Framework for Analyzing Social B

gy to fight COVID-19

Moreaver, the Ark

partnered with Dr. Agarwal to identify COVID-19

misinformation in the state of Arkansas and
ted D

for.

and provides fact checking

interest, control, and! d
anintegrated model called focal structure analysis.
(which uses the individual-tevel measure of the
users' betweenness centrality value, and the group.
level measure utilizing the spectral modularity
method employed to measure the groups influence
in the entire network) to identify deviant actors
pushing misinformatian narratives.

the
from reliable sources. Lastly, the work has been

0
ference on Information Systems
2022)

Anticipated Impact

o 3
of COVID-19 misinformation.
WAY AHEAD

The research from these grants supports the
development of critical research infrastructure

Lockdown Protest example, Prof. Agarwal's
team collected data from Twitter focused on
#LetMiPeopleGo, #MiLeq, #Endthelockdown, and
#MichiganProtest during the April 1 to May 20,
2020, time frame. This resulted in 16,383 tweets
from 3,632 nodes across 382 groups. They further
focused their research on the five most pawerful
groups. Utilzing their connective action, DCFM, and
afocal structure analysis approach, thei ressarch
showed powerful coordination among conspiracy
groups calling for protest and actions against
Michigan Gov. Whitmer. Subsequently, the FBi ater

“Year in Review” magazine as a
success story for the Social and Cognitive Networks Program

IntAl 2026, DTR Society, Porto, Portugal

to strengthen gnitive security. These
investments enable further enhancement of the
science and the scientists to actively work on
cognitive research necessary for cybersecurity.
To further develop these research models and to
advance the work, Prof, Agarwal’s next grant will
move from basic research to applied research for
developing socio-computational capabilities to
evaluate emerging socialcyberthreats. Successful
outcomes of this resarch are shared with the
639 through Aaron Chan, Deputy for the Theater
Information Advantage Detachment at United
States Army Pacific (USARPAC). @

Figure 4. Successful transitions of Dr. Agar-
wal's research on COVID-19 misinformation:
(A) the Warld Health Organization (WHO); (8)
Arkansas Attorney General Leslie Rutledge
partners with Dr. Agarwal to identify misin-
formation and to educate the public; and (C)
NATO Science and Technology Organization
loverages Dr, Agarwal's work and incorporated
itin a recent book by NATO members.

munities, and military units become.
cognitively resilient ta misinforma-
tion campaigns.

AROINREVIEW 2022 | 128
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Training Operators and Practitioners

US DoD Sponsored

Limited scholarships

available!
https://cosmos.ualr.edu/training/

We've conducted training for PAO, info-ops, psy-ops officers from
NATO member nations at StratCom COE, US CYBERCOMMAND, US

Marine Information Group (3-MIGs)
IntAl 2026, DTR Society, Porto, Portugal
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Educating Future-Ready Innovators
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Research Opportunities

« 5-year $15 million grant from the U.S. Department of
Defense, PIl: Nitin Agarwal, Ph.D.

« 20+ Graduate Research Assistants (MS/PhD)
($27k, Full Tuition coverage, Health Insurance covered)

» 10+ Postdoctoral fellowships
($60k - $110k, Full benefits, Health insurance)

« 10+ Full stack developer, Dev Ops, Data engineer
($60k - $100k, Full benefits, Health insurance)

« 2 System Engineer
($65k, Full benefits, Health insurance)

Apply at hitps://cosmos.ualr.edu/careers/
Contact Prof. Nitin Agarwal (nxagarwal@ualr.edu)

Prof. Nitin Agarwal
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Thank You!

COSMOS Tools Developed:

* Blogtrackers - https://btracker.host.ualr.edu

* V(ideo)Tracker - https://vtracker.host.ualr.edu

*  Focal Structure Analysis - http://fsa.host.ualr.edu/

. COVID-19 Scam Tracker - https://cosmos.ualr.edu/covid-19

FOCAL
Y tracker @ STRUCTURE

Follow cosmographers on

Prof. Nitin Agarwal

ANALYSIS

https://cosmos.ualr.edu/

Prof. Nitin Agarwal, Ph.D.
Director, COSMOS Research Center
nxagarwal@ualr.edu
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