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Introduction
● China's leading role
● Massive number of 

devices
● Integration/convergence 

between transmission 
modes

● Platform for higher quality 
digital services



  

Key Concepts
● 5G/6G
● Transmission Modes
● Threat Modeling
● Generative AI
● IPS – Intrusion Prevention System



  

5G/6G
● MIMO and Massive 

MIMO
● Beanforming
● Terahertz
● AmbC
● RIS https://www.techmonitor.ai/leadership/

digital-transformation/what-is-massive-
mimo



  

● AmbC
– Harms energy from radio 

waves
– It is not passive like RFID
– Processing and transmission
– It does not have a batteryhttps://arxiv.org/pdf/2309.15040



  



  

● Reconfigurable Intelligent Surface (RIS)
– Based on smart surfaces (new materials)
– Increased coverage
– Currently, there are already attacks focused on its data transmission layer.

https://www.researchgate.net/figure/RIS-aided-massive-
unsourced-random-access-in-6G-wireless-networks-

with-blocked-direct_fig1_354141168



  

Transmission Modes



  

● Via satellite
– Geostationary (GEO)
– Medium Earth Orbit (MEO)
– Low Earth Orbit (LEO)

https://www.eetasia.com/vicor-
power-modules-boost-satellite-

internet-constellations/



  

● Non-Terrestrial Network (NTN)
– Satellites
– Balloons
– Airplanes
– UAVs

https://www.5gamericas.org/non-
terrestrial-networks-could-be-the-

next-frontier-for-5g/



  

● UAV
– Integration with other modes of transport
– Mobility
– Remote/rural environments

https://skylarkdrones.com/blog/soaring-into-the-future-exploring-the-internet-of-drones



  
Threat Modeling



  

● A modeling workflow 
for complex systems 
has been developed 
and can be automated.

● Tests have been 
completed but not yet 
published.



  

https://arxiv.org/pdf/2209.12984

https://sol.sbc.org.br/index.php/courb/
article/download/35261/35051



  
https://arxiv.org/pdf/2209.12985



  

GenAI



  

● Research on authentication and GenAI was 
conducted in the previous stage.

● It supported the current stage proposal and 
identified this research opportunity.



  

● Problems:
– Identification
– Fake news
– Deep fake (audio and video)
– Legislation
– Phone Calls
– Accountability



  



  

Intrusion Prevention System



  

IDS e IPS
● Both are anti-intrusion 

systems.
● One detects, the other 

prevents.

https://corelight.com/resources/
glossary/ids-vs-ips



  

● An IPS (Intrusion 
Prevention System) 
is a more proactive 
approach to the 
problem of 
attempted 
intrusions.



  

Their main difference, and where an inherent 
complexity lies in the process, is that the IDS 
identifies the occurrence of a breach, while the 
IPS works to prevent it; that is, it works with active 
monitoring and iteration on the network to prevent 
the attempt from materializing.



  

Some IDS and IPS approaches have adopted 
explainable AI (XAI), machine learning, P2DR 
(protection, policy, detection, and response) 
models, and deep learning; which shows the need 
for a more dynamic approach, ready for the 
upcoming challenges of 6G.



  

https://www.sciencedirect.com/
science/article/pii/

S1570870524001525

https://sol.sbc.org.br/index.php/
sbrc/article/download/

24556/24377



  

Next jobs in line
● Literature Mapping of 6G Transmission Modes
● Literature Mapping of Datasets for 6G
● Scope Review on TM and 6G



  



  

Threats + AI + 6G



  

Machine learning + authentication



  

IDS + Fog Computing + DataSets



  

auth + genai

this conference



  

Invitation
● Anyone interested in publishing partnerships or 

collaborations, even small ones, can contact 
me by email.

● I enjoy doing literature reviews and reading a 
lot.
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Questions and Suggestions
E-mail: 

● wesley.bezerra@ifc.edu.br

● Google Scholar: 
https://scholar.google.com/citations?

user=14mGOg0AAAAJ&hl=en-US
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