®)
Using Al for threat modeling in the context of 6G

and IPS ‘\

Pos Doctoral: Prof. Dr. Wesley R. Bezerra

<wesley.bezerra@ifc.edu.br> L) B LAOarRTeeD
Supervisor : Prof. Dr. Carlos B. Westphall .E}

<westphal@inf.ufsc.br> LR G




Resumé

Professor at the Federal Institute of Santa
Catarina - Rio do Sul Campus. PhD in
Computer Science from PPGCC/UFSC.
Master's degree In Engineeri
Knowledge Management
EGC/UFSC. Bachelor
Information Systems
Bachelor's degree
Administration from Est




Outline

Introduction

Key Concepts

What are we working
Invitation




Introduction

China's leading role

Massive number of
devices

Integration/convergence
between transmission
modes

Platform for higher quality
digital services




Key Concepts

5G/6G

Transmission Modes

Threat Modeling

Generative Al

IPS — Intrusion Prevention System




5G/6G

MIMO and Massive
MIMO

Beanforming
Terahertz
AmDbC
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AmbC

Harms energy from radio
waves

t Is not passive like RFID *

Processing a
https://arxiv.org/pdf/2309.15040
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DDPG-AmBC: Dynamic reflection control
for batteryless IoT networks with
ambient backscatter

Edwardes A. Galhardo ®2 & &, Carlos B. Westphall °, Antonio Carlos de Oliveira]r b
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Abstract

Batteryless Internet of Things (IoT) networks enabled by Ambient Backscatter
Communication (AmBC) represent a promising approach for large-scale and
energy-sustainable deployments. Yet, dense and time-varying environments
introduce major challenges, such as unpredictable fluctuations in incident RF
power, strong interference, and unstable link quality. These non-stationary

GAIA-DRL: A Geoenvironmental Agent for Energy
Optimization in Batteryless IoT Networks with
Ambient Backscatter
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Reconfigurable Intelligent Surface (RIS)
Based on smart surfaces (new materials)
Increased coverage
Currently, there are already attacks focused on its data transmission layer.
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https://Awww. researchgate.net/figure/RIS-aided-massi\-
unsourced-random-access-in-6G-wireless-networks-
with-blocked-direct_figl 354141168
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Via satellite
Geostationary (GEO)
Medium Earth Orbit (MEO)
Low Earth Orbit (LEO)
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Non-Terrestrial Network (NTN)
Satellites
Balloons
Airplanes
UAVsS

Figure 1: Different types of non-terrestrial networks.

https://www.5gamericas.org/non-
terrestrial-networks-could-be-the-
next-frontier-for-5g/
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A modeling workflow
for complex systems
has been developed
and can be automated.

Tests have been
completed but not yet
published.

Journal of Open Innovation: Technology, Market,

and Complexity

Volume 11, Issue 4, December 2025, 100654

HyVAW: A hybrid vulnerability analysis
workflow threat model methodology for
complex systems based on distributed
components v«

Wesley dos Reis Bezerra ! & &, Cristiano Antonio de Souza ' &, Carla Merkle Westphall * &,

Carlos Becker Westphall 1 &
Show more ~
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Characteristics and Main Threats about Multi-Factor
Authentication: A Survey

WR Bezerra*~**! (Phd Candidate) Souza®***! (Phd Candidate), CM “"estphull“"‘“‘l

(Phd) and Carlos B. Westphall™* (Advisor)

YUFSC - Federal University of Santa Cataring, Campus Universitirio - Trindade, Floviendpolio/'SC - Brazil, B3040- 380

ARTICLE INFO ABSTRACT

K fx: This wo eports that the Systematic Literature Review pi
threat mosdel theoretical support to re i Model and Multi-
mul authentication ifferent from the related »
SECUrity a olutio i their thre
smart citie 0 -of-art. As a result, we

tahbes presented in the discussion section.

1. Introduction

This work reports that the Systematic Literature Review process is responsible for providing theoretical support
to research in Threat Model (TM) and Multi-Factor Authentication (MFA). Also, it aims to build a bibliographic
portfolio capable of guiding the discussions and being theoretical support necessary for putting forward the previously
cited research areas.

https://arxiv.org/pdf/2209.12984

https://sol.sbc.org.
article/download/35261/350 ’

Security Aspects in an Intelligent Lighting System for Public
Squares using Fog Computing

Wesley R. Bezerra', Cristiano A. Souza', Carla M. Westphall’, Carlos B. Westphall’

'LRG — Universidade Federal de Santa Catarina (UFSC)
Florianopolis — SC — Brazil

Abstract. Security in public spaces is a fundamental factor for ci

be provided by digital tools such as remote sensing. Howe the security of
such tools is also an important issue, and violating this security can lead to the
susceptibility of loss of security in public spaces. This work presents a use case
where an authentication solution is applied to ensure security in a smart light-
ing system in public squares. The use case, the adversary and its motivation,
the threat modeling of the svstem, and a general discussion about this study are
presented. As a result, a threat model with countermeasures is presented, and
security aspects brought about by the use of the adopted multi-factor authenti-
cation mechanism with reputation are discussed.

1. Introduction

Security in Internet of Things (IoT) devices has been a concern and research subject over
the last few years [Deep et al. 2019]. According to some authors [Yi et al. 2015, 2, ?], the

ex.php/cour



A Bibliometrics Analysis on 28 years of Authentication and Threat
Model Area

WE Bezerra®~**! (Phd Candidate), \ de Souza®***! (Phd Candidate), CM Westphall® Sadt
({Phd) and Westphall™* (Advisor)

YUFSC - Federal University of Santa Cataring, Campus Universisdrio - Trindade, Floviandpolis'SC - Brazil, B804 1 =

ARTICLE INFO ABSTRACT

l= to help the anal
ugh there are different works in security
the authentication and threat model area. As
an overview of some selected variables
selected dataset is presented, which brin rether publications from the last 28 years in these

1. Introduction

Robust analysis is based on data and instruments applied to obtain these data. Regarding it, this study analyzed the
results of the database gathered in scientific publications portals using bibliometrics instruments. Such instruments
were part of the threat model proposal for a Ph.D. thesis: however, it is not limited to this purpose and can also provide
a bibliometric basis for any studies involving authentication and threat model.

https://arxiv.org/pdf/2209.12985







Research on authentication and GenAl was
conducted in the previous stage.

It supported the current stage proposal
identified this research opportunity




Problems:
|dentification
Fake news
Deep fake (audio and video)
Legislation
Phone Calls
Accountability
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Abstract

The authentication and authenticity of artifacts have been subverted for unsavory purposes, such as creating fake texts and
other artifacts and trying to impersenate a user. Authentication has also been affected by the impersonation of some
aspects of biometrics, potentially compromising the identification of subjects. In this perspective, this work proposes a
continuous authentication solution that uses textual features to identify stylometric aspects using a Support Vector Machine
to identify the authenticity and authorship of texts from the X/Twitter social network. As a result, the results obtained
through different kernel configurations for different users are presented. Additionally, a simulator of social media
publications infers the authenticity and authorship of the published text based on previously trained machine learning.
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Passive
Monitors traffic
without affecting it

Alerting
Generates alerts/logs
for SOC investigation

Detection
Signature-based
and anomaly-based
(ML) detection

Deployment
Works in traditional,
cloud, or hybrid
environments

IDS e IPS

IDS vs IPS

Signature detection
Identifies known threats
via signatures

Anomaly detection
Detects unusual
patterns using ML

Real-time monitoring
Analyzes trafficin
real time

Active
Sits inline, can block
malicious traffic

Blocking
Prevents harmful
activity based on rules

Placement
Positioned directly in
the network path

Risk
May block legitimate
traffic if misconfigured

https://corelight.com/resources/

glossary/ids-vs-ips

Both are anti-intrusion

systems.

One detects, the
prevents.
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An IPS (Intrusion Intrusion Prevention System
Prevention System) [
IS @ more proactive g';-.;. Fraal irusion

Prevention

approach to the . :-,;'_ - -
problem of
attempted c&n | I |
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Intrusions.
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Their main difference, and where an inherent
complexity lies in the process, Is that the IDS
Identifies the occurrence of a breach, while
IPS works to prevent it; that Is, it works with
monitoring and iteration on the network to
the attempt from materializing.




Some IDS and IPS approaches have adopted
explainable Al (XAl), machine learning, P2DR
(protection, policy, detection, and response)
models, and deep learning; which shows the™eeé
for a more dynamic approach, ready far t
upcoming challenges of 6G.




DNNET-Ensemble approach to detecting and identifying
attacks in IoT environments

Cristiano A. de Souza', Carlos B. Westphall', Jean D. G. Valencio
Renato B. Machado®, Wesley dos R. Bezerra'

'Depu.rtamenlo de Informatica — Universidade Federal de Santa Catarina (UFSC)

dade Estadual do Oeste do Parand (UNIOESTE)

Abstract. Special security techniques like intrusion detection mechanisms are
indispensable in modern computer systems. It is important to detect and iden-
tifv the attack in a category so thar specific countermeasures for the threat car-
egory are solved. However, most existing multiclass detection approaches have
some weaknesses, mainly related to detecting specific categories of attacks and
problems with false positives. This article addresses this research problem and
advances state-of-the-art, bringing coniributions to a two-stage detection archi-
tecture called DNNET-Ensemble, combining binary and multiclass detection.
The results obrained in experiments with renowned intrusion datasets demon-
strate that the approach can achieve superior detection rates and false positives
rformance compared to other state-of-the-art approache

https://sol.sbc.org.br/index.php/

sbrc/article/download/
24556/24377
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Hierarchical multistep approach for intrusion detection and identificati
IoT and Fog computing-based environments ™
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Abstract

Security in Internet of Things (loT) environments supported by Fog Computing is challenged by data manipulation attacks,
which can compromise critical systems. This work presents a twofold contribution: (i) a systematic mapping of the literature
on intrusion detection techniques in loT-Fog and (i) an experimental evaluation using the ToN-loT dataset. Four supervised
algorithms (RF, KNN, XGBoost, and SVM) were compared. The results show that RF an Boost achieved metrics above 0.99
in precision, recall, F1-Score, and AUC, while SVM presented high recall (0.988) but low precision (0.83). This study reinforces
that ensemble learning-based models are promising for mitigating attacks in loT-Fog.
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Abstract

With the increase in the attack surface provided by the advancement of 5G /8 G, concerns about attacks and security
breaches also increase. Since this is a recent area of research and development, some challenges are encountered.
Furthermaore, with the increase in capillarity and the number of connected devices promoted by technologies such as
Reconfigurable Intelligent Surface, attacks that can exploit connected devices may become a problem since these devices will
have a considerable number. With the perspective of providing a future vision for the solutions that were in threat modeling
and a current view of the threats researched in this topic, we bring an analysis of articles that address threat analysis in
5G/6G and Reconfigurable Intelligent Surface, presenting their results and considerations through a qualitative analysis of
the challenges encountered.




Machine learning + authentication

Home / Proceedings / ICOIN / ICOIN 2026

CONFERENCE
PROCEEDINGS 2026 40th International Conference on Information Networking (ICOIN)

Identifying Fakes in Social Media Text Messages Using
Stylometry

Year: 2026, Pages: 581-586
DOI Bookmark: 10.1109/1COIN68469.2026.11480532

Authors

Cristian G. Bu BCC/ IFC,Rio do Sul,Brazil

Marcelo L. Brocardo, ESAG/ UDESC,Florianépolis,Br.
Wesley R. Bezerra, BCC/ IFC,Rio do Sul,Brazil

Carlos B. Westphall, PPGCCI UFSC,Florianépolis,Brazil

L] X DOWNLOAD PDF ~ SHARE ARTICLE

Previous

Table of Contents

@ Similar Articles Abstract

The authentication and authenticity of artifacts have been subverted for unsavory purposes, such as creating fake texts and
other artifacts and trying to impersonate a user. Authentication has also been affected by the impersonation of some
aspects of biometrics, potentially compromising the identification of subjects. In this perspective, this work proposes a
continuous authentication solution that uses textual features to identify stylometric aspects using a Support Vector Machine
to identify the authenticity and authorship of texts from the X/Twitter social network. As a result, the results obtained
through different kernel configurations for different users are presented. Additionally, a simulator of social media
publications infers the authenticity and authorship of the published text based on previously trained machine learning.
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